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T

en years after the war in Georgia, which marks
the first use of cyber attacks in support of
kinetic operations, no one doubts that future
armed conflicts will be waged also in cyberspace. In
2016 NATO has declared cyberspace as a “domain of
operations”, and it has recently agreed to establish
a Cyber Operations Center at SHAPE. The Command
Vision for US Cyber Command, published last March,
confirms that cyberspace is “already militarized”, and
that it is, in fact, a continuously contested domain
where deterrence is impossible without persistent
engagement with the adversaries. How are the Armed
Forces adapting their mandate, doctrines, capabilities
and force structures to the evolving security scenario?
Is it possible to establish humanitarian norms and
red lines applicable to the use of force in cyberspace?
What are the major difficulties in creating an
international cyber armament control regime? Why
are national critical infrastructures so relevant in cyber
defence?
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n a 1983 movie, "War Games" a US teenager, while trying
to hack into a computer-game company in order to play
videogames for free, unknowingly logs into the Pentagon’s
networks and starts a game of "Global Thermonuclear War"
playing the role of the Soviet Union. The Pentagon believes
that the Russians are in fact initiating preparations for a nuclear strike, and, just minutes before the US supercomputer is
about to autonomously retaliate to the (non-existent) threat,
its machine learning algorithm is taught the concept of Mutual Assured Destruction, and concludes that in a nuclear confrontation "the only way to win is not to play". The catastrophe
is hence avoided. A few weeks after the release of the movie,
reality matched fiction: Colonel Stanislav Yevgrafovich Petrov,
on duty at a Soviet nuclear early-warning facility, decided to
infringe the protocol and not to react to an alarm (which immediately he considered dubious) indicating the United States
had launched nuclear missiles on Russia – the alarm this time
was caused not by an hack, but by the malfunctioning of the
computer detection system. Petrov saved humanity.
These two examples prove that since the very beginning of
the cyber age (before the term "cyberspace" even existed!) it
was evident that reliable technology was going to be crucial
in military operations, that Information and Communications
Technologies (ICT) networks were inherently unsecure as
they may be hacked or malfunction, and that the distinction
between what is "cyber" and what is "real" was going to be
increasingly difficult to grasp. A few decades later, technological progress added complexity to this scenario. The "first web
war" was waged against Estonia in 2007: a massive distributed
denial of service attack (DDoS) was launched from the Russian
territory (although the involvement of the Russian government was never proved) and paralyzed the country for days.
Even if the attack was described as "more like a cyber riot than
a military attack", its political, military and strategic implica-

Fabio Rugge, Head of ISPI's Centre on Cybersecurity, in partnership with
Leonardo
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tions were clear: cyberspace had been used to achieve actual
results "on the ground".
Cyberspace has become much more than an infrastructure
that enables weapons and early-warning systems: it is now
a domain where power is projected, strategic goals may be
achieved without the use of force, and wars will be fought. In
this "domain of ambiguity", high-end threats share the same
operational environment and many of the technical features of
low-level skirmishes and criminal activities, and it is impossible
to interpret the motivation and the scope of a cyber campaign without considering the strategic, political and operational context in which it occurs. Straightforward operations
of intelligence, surveillance and reconnaissance (ISR) when
conducted in cyberspace become a key element in a country’s
deterrence posture, and may constitute, in fact, preparation for
war. How to read, for instance, the malwares that have been
found in critical infrastructures around the world, other than
weapons ready to be used in case of a conflict? Cyber campaigns do not need to exceed the threshold of the use of force to
represent a vital threat to national security, and, as such, call
into action the Armed Forces in their role of ultimate protector
of National security. At the 2016 Warsaw NATO Summit, Allies
recognized that "cyber attacks present a clear challenge to the
security of the Alliance and could be as harmful to modern
societies as a conventional attack" and that cyberspace is a
"domain of operations" [1]. Only two years later, according
to the Command Vision for US Cyber Command (eloquently
titled "Achieve and Maintain Cyber Superiority") published last
March [2], cyberspace is "already militarized" [3], and disruptive technologies (artificial intelligence, autonomous lethal
weapons, neurological implants…) will eventually accelerate
the adversaries' ability to impose costs.
The US Cyber Command Vision takes a further step, as it draws
attention to ongoing cyber campaigns under the threshold of
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the use of force that pose a strategic, persistent threat to
the vital interest of United States. In this perspective, the
current reactive posture introduces unacceptable risks to
US interests and must be updated by scaling the response
to the magnitude of the threat, seeking greater freedom of
action and pro-actively engaging US adversaries wherever
and whenever they are found, in order to obtain tactical,
operational and strategic advantage. The new US posture
in the cyber domain must acknowledge that cyberspace
is a continuously contested domain, and that an effective
deterrence in cyberspace is impossible without persistent
engagement with the adversaries.
"Cyberspace capabilities", adds the US Cyber Command, are
key to identifying and disrupting adversaries' information
operations [4] which are also a key components of hybrid
warfare, and an enabler of kinetic military operations.
The Russian cyber-enabled information warfare campaign during the last US presidential election is proof that
operations on the networks may exploit in many new ways
the most critical vulnerabilities of our national security [5].
2018 marks the tenth anniversary of the first use of cyber
attacks in support of kinetic military operations, during
the Georgian War: a new era in military affairs began. Since
then, examples of cyber attacks during international crisis
and military operations have multiplied: the Stuxnet worm
(2010), the cyber attack against the Ukrainian power grids
(2015), the hacking of the Qatari news agency during the
recent Gulf crisis (2017).
These are all good examples of how cyber attacks may in
the future be, at the same time, the sparkle that ignites a
war and the weapon that determines its final outcome.
Ensuring the highest level of protection of the Command,
Control, Coordination & Communication (C4) networks established for international crisis management and
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national/collective defence has always been one of the
highest priorities for the Armed Forces, and it is therefore not
a surprise that with the advent of the cyber age they pursued
a solid cyber defence capability. Moreover, virtually all weapons systems depend today upon secure, reliable and resilient
networks; technological progress will only contribute to make
cyber security a core enabler of military capabilities. However,
cyber defence goes well beyond the protection of military

postulated that "the only way to win is not to play", we are,
in the cyber domain, drifting toward one where - so we are
told - "the only way to win is to persistently engage the adversaries". The ultimate goal of this persistent engagement
is "to improve the security and stability of cyberspace" and
to avoid escalations in the conventional domain "by clarifying the distinction between acceptable and unacceptable
behavior in cyberspace" [8]. We all subscribe to those goals.

networks: a cyber attack that disables civilian national critical
infrastructures would almost certainly impair the correct conduct of military operations. But there is more: as the potential
surface of cyber attacks expands to encompass all sectors of
modern societies, defending the nation requires attaining
"cyberspace superiority" [6], a goal that only the Armed Forces
can achieve. Cyber superiority is key in mapping the theatre of
future conflicts, in signaling about cyber capabilities for deterrence purposes, and in shaping international norms of states’
behaviors in cyberspace. And it is also critical to national security since, as stated in the 2018 US National Defence Strategy,
"it is undeniable that homeland is no longer a sanctuary" [7].

The purpose of this Dossier is to contribute to the debate
on the military transformations required in order to seize
them, and to draw the attention to the security implications that these transformations will have on international
relations.

The contributors to this Dossier of the ISPI Center on Cybersecurity will provide different perspectives on how the
Armed Forces’ scope of action, capabilities, doctrines and
force structures evolve following the increasing relevance of
cyberspace in all aspects of our daily life. The Dossier will focus,
in particular, on how both NATO (that has recently agreed to
the creation of a new Cyber Operations Center at SHAPE) and
national defence are transforming, and on some of the most
relevant and thorny issues about cyber warfare with which the
International Community is struggling: the difficulty in identifying widely recognized red lines and humanitarian norms
applicable to the use of force in cyberspace and in establishing
a cyber armament control regime.
As we never abandoned a nuclear security paradigm that
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1. Warsaw Summit Communiqué, paragraph n.70, available at: http://www.nato.int/cps/en/natohq/official_texts_133169.html.
2. The Command Vision for US Cyber Command, “Achieve
and Maintain Cyber Superiority”, released in March 2018
and available at: https://assets.documentcloud.org/documents/4419681/Command-Vision-for-US....
3. The Command Vision for US Cyber Command, page 10.
4. The Command Vision for US Cyber Command, page 4.
5. “Russia uses information operations as part of its offensive cyber efforts to influence public opinion across the
globe”, National Security Strategy of the United States,
released December 2017 and available at: https://www.
whitehouse.gov/wp-content/uploads/2017/12/NSS-Final-12-18-20....
6. “Cyberspace superiority is the degree of dominance in
cyberspace by one force that permits the secure, reliable
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conduct of operations by that force, and its related land, air,
maritime, and space forces at a given time and place without
prohibitive interference by an adversary”, The Command Vision
for US Cyber Command, page 6.
7. "It is now undeniable that the homeland is no longer a
sanctuary. America is a target, whether from terrorists seeking
to attack our citizens; malicious cyber activity against personal,
commercial, or government infrastructure; or political and information subversion. New threats to commercial and military
uses of space are emerging, while increasing digital connectivity of all aspects of life, business, government, and military creates significant vulnerabilities. During conflict, attacks against
our critical defense, government, and economic infrastructure
must be anticipated". 2018 US National Defence Strategy, page
3, released in January and available at: https://www.defense.
gov/Portals/1/Documents/pubs/2018-National-Defense-S....
8. The Command Vision for US Cyber Command, page 6.
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THE CYBERHOUSE
RULES: RESILIENCE,
DETERRENCE AND
DEFENCE IN CYBERSPACE
Antonio Missiroli
Nato

R

ecent developments have put cyber-related issues
at the top of the international security agenda. Late
last year, the US National Security Agency explicitly
attributed the ransomware known as WannaCry, which had
caused worldwide havoc, to North Korea (the country already
identified as the source of the 2014 cyberattack against Sony
Pictures). Earlier this year, a number of Western countries –
starting with the UK and the US, soon joined by Australia,
Denmark, Estonia, Japan, Lithuania and others - attributed
NotPetya, malware which had inflicted considerable damage
across the world a few months previously, to Russia.
Almost simultaneously, Latvia’s new e-health system was hit
by a vicious cyberattack; German media reported an ongoing
exploitation of the Federal Foreign Ministry servers allegedly
perpetrated by Russia-based actors; and a number of ICT
companies publicly disclosed critical security flaws, dubbed
Meltdown and Spectre, affecting computer processors used
worldwide in workstations, laptops, smart phones and more.
If one adds to all this the recurrent political disinformation
and radicalisation campaigns run through social media and
the potential misuse of commercially available technologies
by terrorist groups, it becomes evident that ‘cyber’ (a prefix
covering a variety of digital, computer-related activities) has
become ever more critical to our individual and collective security. In this brave new world [1], appropriate defences need
to be developed at all levels.
Cyber threats may range from armed conflict proper (more
likely as part of ‘hybrid’ warfare, as in 2008 Georgia or 2014
Ukraine) to espionage, sabotage, disruption and subversion
operations. Their consequences may lead to anything from
mere annoyance to potential fatalities. Indeed, not all cyberattacks are of equal importance, not all can be deterred, and not
all pose significant threats to national or collective security.

Antonio Missiroli, NATO Assistant Secretary General for Emerging
Security Challenges
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The cyber perpetrators themselves may range from states or
state-sponsored groups to criminal organisations, from ‘hacktivists’ to terrorists.

gence and autonomous systems - are constantly expanding
attack surfaces and vulnerabilities in what is a fast-moving
and increasingly unpredictable environment.

International law has been recognised as applicable to
cyberspace, yet the specificities of its application – notably in
response to malicious activities – are still a moot point. Hostile
cyber activities may not fit neatly in the category of ‘armed
attack’ (art.51 of the UN Charter, framing the jus ad bellum) and
do not necessarily entail or elicit the ‘use of force’, at least in a
kinetic sense. It is sometimes even difficult to ascertain precisely what harm – intended as injury or death to individuals, as
well as damage or destruction to property - is the result of a
cyber operation: as Thomas Rid has observed, ICT has spectacularly lowered the entry barriers for new actors and extended
the scope for hostile activities that were already quite common,
but it has also decreased their overall level of violence [2]. And
while there still is no specific legal framework for inter-state
‘cyber warfare’ proper (jus in bello), it is difficult to imagine any
future armed conflict or high-end military operation without a
significant enabling cyber component (cyber in warfare).

This is to say that 'cyber' cannot and should not be seen in
isolation. It is now both a domain in its own right, even in
military terms (acknowledged as such by several Allies), and
a domain within other domains (across sea, air, land and
space, not to mention our daily lives and businesses). As
such, however, it presents a number of specificities which
need to be taken into account when it comes to debating,
planning and implementing security and defence policies.

Moreover, governments themselves often prefer to keep their
options open in terms of both assessing and responding to
cyberattacks. Although some progress was made in the legal
realm with the 2015 Report of the UN Group of Governmental
Experts (UNGGE) and, on the academic side, the two iterations
of the so-called 'Tallinn Manual' [3], subsequent efforts at
either multilateral or scholarly level have not reached the same
degree of consensus or support.
Generally speaking, global conventions governing new technologies tend to be crafted only after the technologies have
been used for some time (the only exception being the outer
space treaty, agreed at the start of the space age). More specifically, ongoing technological advances - from the advent of
the ‘Internet of Things’ to the development of artificial intelli-

CYBER ATTRIBUTION AND DETERRENCE
The main vectors of cyberattacks are networks, supply
chains, and human insiders (be they malicious or just careless). Attributing a cyberattack is a complex process that
entails a sophisticated technical component (forensics) and,
especially for states, an equally sophisticated all-source intelligence component (to assess circumstance and intent).
Deception - through ‘spoofing’ and ‘false flags’ - is actually
quite common: even knowing the true location of a machine is not the same as knowing the ultimate instigator of an
attack. Attribution is a matter of degree, in other words, as
well as a matter of political judgement – especially when it
is made public by governments and specialized agencies.
Disclosing forensic methods and/or intelligence sources
may diminish or even compromise their value for future
contingencies; not doing so, however, could open the door
to plausible deniability and potential loss of international
support. Moreover, public attribution unveils vulnerability
and potentially elicits some form of retribution, preferably
with tangible consequences for the perpetrator. And each
case is likely to be different, thus requiring a tailored and
targeted approach.

THE CYBERHOUSE RULES: RESILIENCE, DETERRENCE AND DEFENCE IN CYBERSPACE
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Most importantly, attribution is and remains a prerogative of
individual states and governments. Collective attribution is not
on the cards, at least as a legal competence: in the cyber domain there is no equivalent of dedicated multilateral agencies
like the IAEA in Vienna or the OPCW in The Hague. Still, concerted or coordinated attribution is of course possible (as was the
case with NotPetya), as are solidarity with and assistance to the
stricken party [4].
To some extent, attribution is a form of strategic communication: it is about signalling – bilaterally and discreetly, or
publicly by naming and shaming – and it is about perception.
It does require credibility at source, including a retaliation
capacity (arguably beyond the reputational damage). In other
words, it is also about deterrence.
In principle, deterrence means broadly the same in the cyber
world as everywhere: dissuading someone from doing something by indicating that the cost to them will exceed their
expected benefit. Yet deterrence may take multiple forms [5].
Classical 'strategic' deterrence rests on two main mechanisms: a
credible threat of punishment for an action, and denial of gains
from an action. In the nuclear domain, where deterrence doctrines flourished in the first place, the latter was limited by the
difficulty of mounting an effective shield against a large-scale
nuclear attack – hence the emphasis on second-strike capability and mutually assured destruction, which eventually led to
non-proliferation and arms control regimes. Crucially, the main
actors were all states (and a few of them at that), with serious
entry barriers for others. In the cyber domain, by contrast, a
few lines of malicious code can be written (or purchased on the
dark web) by any number of state or non-state actors.
As a result, deterrence by punishment is somewhat limited by
the asymmetrical nature of the ‘battlefield’ (what retribution
for state proxies from North Korea, where reliance on open
networks is minimal?) as well as by the risk of unintended

consequences, which exists also in cyberspace: just like
chemical, biological or radiological agents, offensive cyber
responses may affect innocent targets or even be ‘weaponised back’ by a skilled adversary, with danger of proliferation and possibly even escalation [6]. Unlike CBR agents,
however, cyber ‘weapons’ are neither banned nor controlled internationally.
In other words, simple, mechanic intra-domain or in-kind
retaliation poses significant challenges (regardless of
whether it follows public attribution or not) and it may
even prove insufficient. However, it should not be discounted as it may well constitute a component of a broader
deterrence and defence toolbox, along with other types
of retaliatory responses in the diplomatic, legal, economic
or even military domain. Actually, it seems advisable to
maintain a degree of deliberate ambiguity and flexibility
vis-à-vis a potential perpetrator as to precisely what tool(s)
would be employed in response to any cyberattack.
On the other hand, deterrence by denial - which is almost
indifferent to attribution (public or not) - presents many
advantages in the cyber domain. Although all cyber defences tend to be imperfect, good cyber defences can provide
mitigation and build resilience to attacks, thus reducing the
incentive by making them seem virtually pointless. In fact,
increasing efforts, raising risks and reducing rewards are
typical techniques used against criminal activities: they are
not aimed at erasing crime entirely, of course, as much as
cyber defences cannot pretend to stop malicious activities
once and for all. But investing in resilience does indeed
enhance deterrence: good hygiene, education and training,
continuous surveillance and on-site control, combined
with cooperation among relevant stakeholders, can make
a lot of difference, especially vis-à-vis less sophisticated
attackers.

THE CYBERHOUSE RULES: RESILIENCE, DETERRENCE AND DEFENCE IN CYBERSPACE
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Last but not least, the cyber domain - as distinct from air, sea
and space – is a man-made ecosystem, mostly privately owned
(and operated) and only partially governed. National authorities and public agencies definitely need to compare notes
and exchange relevant information with private companies.
It is important to think in terms of complex organizations and
interaction of systems, rather than just unitary rational actors.
And, as deterrence often depends on perception, complex
organizations - whether private or public - often perceive the
same actions (and the associated costs and benefits) from very
different perspectives.
This already happened, for instance, with Iran’s Revolutionary
Guards vs the Foreign Ministry, or with China’s Popular Liberation Army vs the Central Bank, whose respective estimates of
the cost-benefit ratio of certain hostile actions against the West
differed markedly. The Internet is not only a symbol but also a
vector of global economic interdependence: appreciation of the
status quo and its continuation may indeed vary significantly,
affecting the calculation of actors, potentially raising the incentives for self-restraint and reducing the risks of escalation (Joseph
Nye speaks, in this respect, of deterrence by entanglement).
For their part, ‘classical’ arms control-type arrangements seem
inapplicable to cyber, as verification of ‘stockpiles’ would be virtually impossible, and compliance would be hardly enforceable
(they could be quickly recreated). Interesting work is being
done, notably within the OSCE, on confidence-building measures and early-warning mechanisms with a view to preventing
miscalculation and escalation, but progress is extremely slow.
In principle, more emphasis could be put on banning certain
types of targets - rather than ‘weapons’ - in the name of common overarching interests based on humanitarian, commercial
or other considerations.
Even if not enshrined in (new) international norms - a prospect that appears remote in the current international climate

- such restrictions on state behaviour, based on a shared
understanding among key stakeholders, could enter into
accepted ‘netiquette’; their violation could thus come to
represent a taboo at multilateral level – a taboo whose violation would entail and have consequences. In other words,
deterrence by rules, however informal and non-binding, is
not entirely unconceivable.
In other words, there is a large spectrum of means for
reducing the likelihood, frequency and severity of malicious
activities in the cyber domain. Some may help deter certain
actors (and actions) but not others. These means can thus
complement one another and be used in combination with
other policy tools. In fact, much depends on who and what
is to be deterred: the how, basically, follows. Meanwhile,
however, the speed of technological innovation continues
to reshape the whole environment, requiring flexible and
constantly evolving responses: what seems impossible or
inadequate now may indeed become feasible and acceptable in the very near future.

ALLIED RESILIENCE AND DEFENCE
NATO is a political-military alliance with a common goal of
preventing conflict and preserving peace, which it has now
successfully met for almost 70 years. Its mandate in the cyber domain is defensive in nature and built upon two main
pillars: protecting NATO networks, and enhancing the level
of resilience across the 29 Allies.
Since the initial creation of NATO’s computer incident
response capability (or CERT) in 2002, the Alliance’s approach has evolved from addressing cyber defence in primarily
technical terms to viewing it as an integral part of NATO’s
strategic context - from information assurance to mission
assurance, so to speak. Allies have also recognised that
cyberattacks can reach a threshold that threatens national

THE CYBERHOUSE RULES: RESILIENCE, DETERRENCE AND DEFENCE IN CYBERSPACE
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and Euro-Atlantic prosperity, security and stability: for NATO,
such threshold refers - implicitly or explicitly – to the possible
invocation of art.5 of the Washington Treaty, which was discussed already in the context of the 2007 massive cyberattacks
against Estonia. In this vein, cyber defence was recognised at
the NATO Summit in Wales in 2014 as part of NATO’s core task
of collective defence. On the occasion, Allies also affirmed that
international law applies in cyberspace.

how it thinks, trains, equips and collaborates in cyberspace.
To support this work, NATO Defence Ministers agreed in
November 2017 to a set of principles that would guide the
integration of offensive ‘effects’ generated by national cyber
capabilities for mission assurance purposes (most likely
through embedded liaison officers), as allied forces and
militaries are not immune to cyber risks and increasingly
rely on cyberspace to carry out their mandate.

In an effort to bolster national resilience, Allies adopted a
so-called Cyber Defence Pledge at the 2016 NATO summit in
Warsaw. After nearly two years of implementation, the Pledge
has demonstrated its value as a tool to attract strategic-level
attention and promote investment (financial, human and political) in cyber defence, raising awareness that the Alliance is
only as strong as its weakest link. Allies are currently self-assessing their efforts to implement the Pledge, which will inform a
first progress report to be developed ahead of the upcoming
NATO Summit in Brussels this July: what is already apparent is
that virtually every member country has upgraded its cyber
defence capabilities over the past couple of years, with a tangible multiplier effect across the Alliance. Although unconventional in nature (it rarely falls under the responsibility of defence
ministries), cyber defence now represents part and parcel of
a broader collective endeavour to bolster collective resilience against equally unconventional threats which are mostly
situated, at least so far, below the art.5 threshold. In fact, Allies
now find themselves in a sort of 'art.4 ½' situation - one which
requires preparation, consultation, cooperation and readiness
across agencies and across countries [7].

This does not and will not change the defensive posture of
the Alliance. In cyberspace, just like in the other domains,
NATO indeed relies on Allies to provide capabilities for its
military operations and missions. Last February, as part of
broader efforts to ensure the NATO Command Structure is
fit for purpose, Defence Ministers endorsed the creation of
a Cyber Operations Centre at SHAPE, NATO’s military headquarters. This centre will help integrate cyber aspects into
NATO planning and operations, while the Tallinn-based CCD
COE, as an autonomous military organisation accredited by
the Alliance, fosters research and education, capacity-building, cooperation and information-sharing among 17 NATO
members and a number of partners.

The Warsaw Summit also brought recognition of cyberspace as
a specific domain of military operations in which NATO must
be able to defend itself as effectively as it does in the air, at sea
and on land. As part of a three-year roadmap to implement this
decision, the Alliance is looking into (and developing further)

As an alliance of sovereign states, NATO is not expected
to do (cyber) attribution, which remains a national prerogative. However, consultation and concertation among
Allies - and beyond - in these matters is already a fact, and
expressions of collective solidarity to a stricken country a
strong possibility. NATO does not produce or promote norms either, although it acts in conformity with international
law, follows the principles of restraint, proportionality and
cooperation, and supports the diplomatic efforts underway
in the UN and OSCE. In fact, cyber defence is a quintessential team sport, and the Alliance recognises that it cannot
go it alone in cyberspace: partnerships are instrumental
for strengthening resilience and deterrence. Cyber defence
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partnerships - including with like-minded countries, international organisations (starting with the European Union, with
which a Technical Agreement was signed in February 2016) as
well as industry and academia - constitute an important part

of NATO’s approach to cooperative security, in full awareness that 21st century frontiers and fortresses are no longer
what they once were.

1. For a comprehensive overview of how the US, in particular, has operated in this domain see F.Kaplan, Dark Territory: The Secret History of
Cyber War, Simon & Schuster, New York, 2016.

the Natanz nuclear facility - and that Iran was also behind the
2014 hacks into the Sands Corporation in Las Vegas, owned by the
ardently pro-Israel billionaire Sheldon Adelson.

2. T. Rid, Cyber War Will Not Take Place, Hurst & Co, London, 2013 and
2017.

7. In a similar vein, the kind of robust peacekeeping and crisis
management missions and operations that became frequent in the
mid-late 1990s were often labelled as ‘Chapter VI ½’ – with reference to Chapters VI and VII of the UN Charter.

3. See respectively M.N.Schmitt (ed.), Tallinn Manual on the International Law Applicable to Cyber Warfare, Cambridge UP, 2013; and M.N.
Schmitt (ed.), Tallinn Manual 2.0 on the International Law Applicable
to Cyber Operations, Cambridge UP, 2017 – both prepared under the
aegis of NATO’s Cooperative Cyber Defence Centre of Excellence (CCD
COE) based in Tallinn, Estonia, since 2008.
4. On 16 April 2018, the EU Foreign Affairs Council adopted conclusions
on ‘malicious cyber activities’ that explicitly mentioned hostile use
of ICTs - including WannaCry and NotPetya (albeit without attribution) - and expressed ‘serious concern’ about the increasing ability
and willingness of third states and non-state actors to pursue their
objectives through cyber means (in June 2017 the EU had also adopted
a ‘cyber diplomatic toolbox’ that included measures to respond to
unacceptable behaviour). On the same day, the US and the UK issued
a joint statement on ‘malicious cyber activity carried out by the Russian
government’ offering i.a. bilateral technical assistance.
5. For an essential contribution to the debate see J.S.Nye, Deterrence and Dissuasion in Cyberspace, ‘International Security’, Vol.41, No.3
(Winter 2016/17), pp.44-71.
6. Some analysts believe that distributed denial-of-service (DDoS)
attacks that disrupted some US financial institutions in 2012-13 were
launched by Iran in retaliation for the 2010 Stuxnet operation against
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T

he authors will respectively treat the wider political-strategic aspects of NATO in this domain and the
doctrinal technical side of the Alliance’s cyberpolicy.
Leaving aside the platitudes on cyberspace, NATO is in the
typical position of a thalassocracy, namely a great power
extending its power to the sea, that has an inherent interest in
keeping a common good open to access and free for all. If one
thinks that during the XVI-XVII century explorers navigated
the sea and today one navigates the cyberspace, the comparison makes perfectly sense. NATO not by chance takes its name
from an ocean and its tenets apply rather neatly to the needs
of this relatively new dimension. Cyber-defence is part of the
core task of collective defence.
Its fundamental interest, in the words of Deputy Secretary
General Rose Gottemoeller: "NATO’s approach to cyber space
embraces our overall mandate and principles and supports
our broader deterrence and defence mission. Moreover, NATO
promotes a stable and peaceful cyberspace and I do want to
underscore that also for this audience: our goal is to nurture,
develop and strengthen a stable and peaceful cyberspace."
NATO contributes to this goal in three ways: by reaffirming
the rule of law and exercising restraint; supporting national
resilience and fostering deeper cooperation. Rule of law is
essential for keeping free and accessible a common for all
users, including political adversaries or counterparts. It is not
something naïve, it is exactly what Saint Thomas More in the
drama "A man for all seasons" was asserting: give the Devil the
benefit of law, because if the last law would be down, where
one could shelter from the Devil turning round? Laws are for
the safety of all, starting from law abiding partners.
In fact in 2014 NATO agreed that international law, including
international humanitarian law and the UN charter, will apply
in cyberspace. This principle (reaffirmed in 2016, Warsaw sum-
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mit) entails the principle of restraint. NATO is a strictly defensive
alliance and it wants to avoid unintended consequences, avoiding as much as possible the possibility for miscalculation given
cyberspace’s intrinsically anonymous and asymmetrical nature.
This means that deterrence is this dimension is not the same
as for classical nuclear deterrence. In the latter case, massive
devastation is an intended consequence because the objective
is to avoid the use of these weapons by the certainty of a mutual assured destruction. Antimissile systems and miniaturised
warheads complicate the calculus, hoping that the end result
will be the same: avoiding a nuclear exchange. Treating hostilities in cyberspace is more akin to COIN (Counterinsugency)
where legitimacy, boots on the ground, beat cop, flexibility
and other components have historically helped in quelling the
problem and the “crush them” approach has proven deeply
counterproductive. Supporting national resilience is part of
this necessary persisting multi-level effort. The Cyber Defence
Centre of Excellence in Tallinn is one of the tools, born out of
the spectacular strategic failure of a massive cyber-attack by
allegedly Russia-friendly actors against Estonia. Estonia was
tactically blocked for three long days, but its political resolve
was strengthened and NATO was spurred into action. Another
tool is the Cyber Defence Pledge (2016), helping member states to allocate efficiently resources, and that will be reviewed
in the next Brussels summit.
Finally cooperation is one of the strongest assets of the Alliance, not only among the 29 allies (including special points of
contact and the NATO Computer Incident Response Capability - NCIRC), but also with more than forty partnerships with
non-member countries and with international organisations
such as the European Union (Technical Agreement, February
2016), in addition to industry (NATO Industry Cyber Partnership) and academia.

NATO AND THE CYBERSPACE CHALLENGE

Taking now a more technical and doctrinal angle, one
should remember that NATO’s development was not so
sudden as it might appear. Ever since the appearance of
the first MORRIS Worm in 1988 to the accident in Estonia in
April 2007, computer security was relegated to a secondary
position with respect to physical security. Only in October 2010 with the discovery of STUXNET malware, which
affected the development of the Iranian nuclear programme, decision makers began to realise that the cyberspace
has become a dangerous offensive ground that could be
exploited at government level.
The Atlantic Alliance has undertaken several successive steps to counter this threat, trying to create a shared
defence policy. NATO adopted and approved an action
plan during the summit in Wales in September 2014
and subsequently updated it in 2017. The policy beyond
stating the mentioned tenets of collective defence and
international law, indicates as main priority the protection
of the communication systems owned or managed by the
Alliance, at the same time it also establishes the procedures
of assistance to the allied countries and the integration of
cyber defence in the operational planning. These policies
are complemented by an action plan that aims at concrete
objectives on topics such as education, training, exercises
and partnerships.
At the 2016 Warsaw summit, the Allies therefore committed
themselves to strengthening collective and national structures and recognised that cyberspace is a domain of operations in which NATO must defend itself, just as in land, sea, air
domains, and by integrating cyber defence into intelligence.
In the context of Smart Defense programs in the IT defence,
the Malware Information Sharing Platform (MISP) and the
Multinational Cyber Defense Education and Training (MN
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CD E & T) project were integrated. To achieve this goal, NATO
organizes annual exercises such as the Cyber Coalition Exercise
and the Crisis Management Exercise (CMX) and raising its education and training capabilities through the structure provided
by Estonia with the Cyber Range. Recently, representatives of
the European Community and NATO (February 2018) reached a
collaboration agreement to strengthen and share IT defences.
As a personal opinion, given the recent political and technical innovation, the inequality of training and resources, the

NATO AND THE CYBERSPACE CHALLENGE

structural differences of the communication systems both
of NATO allies and of the European Community nations, it
will be difficult to achieve full operation and integration before some years. Currently the only staple of NATO’s cybernetic operations is the Center of Excellence (Ccdcoe) in Estonia
which, with the publication of the "Tallinn Handbook on International Law applicable to the cyber war" and its 95 rules
laid the foundations for the future policies of the Alliance.
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T

he oday, it is an incontrovertible fact that the battlefield has become virtual, just like the ability of cyber
weapons to bring about real damage [1]. The very
actors in the field, even though their roles are well defined,
are not the classic protagonists of international relations.
The clearly defined cyber arena encompasses a number of
stakeholders that are no longer just states, but also non-state
actors, multinational companies, terrorists, individuals. All these stakeholders are confronting each other in the cyber arena
without a regulatory framework.
The low barrier of access to Information Communications
Technologies (ICT) capabilities, the speed of technological
advances and the complexity of the cyber environment with
regard, for instance, to traditional legal definitions of national
borders, have presented new challenges to states, such as the
inherent complexity of accurately attributing cyber-attacks or
to well define red lines in deterrence terms.
It is both this complexity and the frequent insistence of states
(and non-states) actors to attribute cyber-attacks “beyond a
reasonable doubt” that gives one the ability to deny responsibility and frustrate attempts to engage a meaningful dialogue
based on mutual trust and transparency in order to avoid
conflict in cyberspace [2].
Moreover, alarming indicators show a) how the number of
cyber incidents threatening the security and safety of states
and citizens is dramatically increasing and b) the growing
number of cases in which nation-state actors are involved in
these malicious cyber events [3]. In other words, the current
situation highlights, clearly, the ongoing difficulties to adopt
effective countermeasures in order to manage cyber threats
at international level, and at the same time, shows how states
"have clearly tried to treat the symptoms of the malady rather
than its causes" [4].

Alessandro Politi, Director of the Nato Defense College Foundation;
Giuseppe Cusimano, Security and Communication Specialist
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RED LINES, HOTLINE OR LINES IN THE (CYBER) SAND? THE
GOOD LESSON OF BAD EXPERIENCE
Recognizing the urgency of addressing the potential tensions
arising from the (ungoverned) cyber domain, analysts and
policy-makers have started to explore ways to limit malicious
activities in cyberspace that could affect international peace
and stability.
For instance, international actors such as the United Nations
(UN), the Organization for Security and Cooperation in Europe
(OSCE), the G7 and the Organization of American States (OAS),
have launched specific initiatives in order to enhance stability,
improve cooperation, and increase trust and transparency
among states in the cyber arena. These initiatives include, in
general, the identification of common norms for responsible
state behaviour and, in particular, operational measures in
order to reduce the risks misperception, military escalation
and political tension in cyberspace [5] - In other words, the
main goal of all these initiatives is to apply specific “red lines” in
cyberspace and find “rules of the game” elaborating a specific
reference framework in order to manage cyber incidents and
cyber attacks.
The main activity (in progress) that has paved the way for the
political and diplomatic actions in cyberspace was lunched by
the OSCE with the specific mandate to find confidence building measures (CBM) suitable for cyberspace [6]. This initiative
started on 26 April 2012, when the OSCE created a dedicated
informal working group (IWG) aimed at developing CBMs to
reduce the risks of conflicts in the cyber domain [7]. The IWG's
work has produced relevant concrete results. In 2013, for instance, all the OSCE participating states approved an initial set
of 11 CBMs focused mainly on transparency measures, communication channels, and trust among states. In March 2016
participating states endorsed a second set of CBMs [8].

GIVE DIPLOMACY A CHANCE:OSCE'S RED LINES IN CYBERSPACE

The CBMs' approach has proved its very effective capabilities as a crisis prevention mechanism during the Cold War
era establishing efficient red lines between the two main
actors. As OSCE’s “core business”, the CBMs approach is
able to "establish international level of expectations about
states’ behaviour in cyberspace" [9] with the purpose to
improve stability and encourage trust, cooperation and
transparency among states. In other words "such measures
are designed to resolve crises and conflicts, and to support
a more accurate and reciprocal assessment of matters related to mutual security" [10].
Even though these are only "voluntary" initiatives, they
have favoured a minimum standard for regional cooperation in cyberspace involving top players such as Russia and
the United States in the CBMs process. As far as the "red
line" approach is concerned, OSCE's CBMs framework, applied to cyberspace, offers operational tools of intervention
in order to enhance transparency and cooperation among
states. In particular, OSCE’s CBMs establishing the relevance
of: information sharing; predictability of states’ posture;
critical infrastructures integrity; and protected communication channels.
All of these initiatives might be grouped into two main
clusters: transparency and cooperation measures.

•

At the transparency level, CBMs 1, 4, 7, 9, 10, 14, and
16 encourage states to share information to read and
understand their posture in the cyber arena in order to
improve predictability of state behaviour in cyberspace.

•

Regarding the cooperation measures, CBMs 2, 3, 5, 6,
8, 11, 12,13 and 15 have the main purpose to increase
dialogue initiatives through information sharing and
communication channels in order to avoid risk of mili-
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tary and political escalation in cyberspace stemming form
the malicious use of ICTs.
For what concerns the transparency level, in line with the
OSCE purposes, the CBMs have allowed participating states to
improve their predictability and confidence in the cyber arena.
In particular, thanks to "targeted" CBMs, specifically provided
to prevent military and political escalation in the OSCE region
(i.e. CBMs n. 1, 4, 7, 9 10, 14 and 16), the OSCE has created a
specific "transparency framework" based on two main aims:
1) to create (and use) a protected and secure communication

GIVE DIPLOMACY A CHANCE:OSCE'S RED LINES IN CYBERSPACE

channel and, 2) to establish transparent and clear indications on how states perceive and interpret threats and risks
stemming from the cyber arena. This framework allows,
ultimately, participating states to avoid the risk of misperception and mistrust in cyberspace.
The cooperation measures mean, in practical terms, that in
case of cyber incident or cyber attacks, OSCE’s participating
states should apply a specific crisis management mechanism, in particular involving CBMs 3, 8, 13 and 16, as shown
by the following figure:
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According to the abovementioned OSCE’s CBMs framework, in
case of cyber attacks and cyber incidents, participating states
(on voluntary basis) should apply a specific crisis management
mechanism in order to avoid warfare and conflict stemming
from the malicious use of ICTs. But this mechanism (during its
first operational test) has shown a specific weakness. Indeed, in
occasion of the massive cyber attacks suffered by the Ukrainian power grid infrastructures, the CBMs’ crisis management
mechanism was not applied.
Why? There is a non-simple and unique answer. From a political
perspective, this specific case has highlighted that: a) at the
moment it is difficult - in technical terms - to bypass the attribution problem (in practice: there is not an incontrovertible
evidence on Russian’s responsibility) and at the same time it is
difficult to establish a winning deterrence (i.e. red lines); and
b) CBMs are based on voluntary “commitments” and more probably Ukraine has preferred to shifting the crisis management
from a cooperative approach (i.e. OSCE) to a bilateral defensive
framework (including US in primis).
In practical terms, the non-application of the OSCE mechanism
has shown the specific weakness of the CBMs based on a voluntary commitments framework. This limitation is emphasized not
only by anonymity and uncertainty, but also due to the vagueness of CBMs itself. In other words, the Ukrainian "cyber affair"
has demonstrated how CBMs, in order to well establish "real"
red lines, need an “operationalizing process” based on a specific
step-by-step practices implemented within the framework of
relevant policies and international commitments [11].

preventing military and political escalation.
The militarization of cyberspace, officially decreed by the NATO
Summit in Warsaw in 2016 [12] (but de facto sanctioned over
the last decade by various military doctrines and national
cyber security strategies), has removed any doubt about the intention of states to consider cyberspace as a sphere of military
conflicts, even if this area was originally created with purely
technological features [13].
The OSCE became the first regional organization to approve
comprehensive and specific sets of measures with the aim
to reduce the risk that a misunderstanding related to cyber
initiatives could create instability and political escalation. Although this process is legitimated by the unanimous consensus of participating states, in practice CBMs required a specific
"action plan" given that "where politically binding CBMs are
consistently, uniformly implemented over a significant period
of time, they may gradually lead to the formation of new rules
in customary international law" [14].
More importantly, the OSCE’s CBMs represent an attempt to set
into motion a fruitful approach, with the lofty goal of initiating
an appropriate political process in order to define a clear and
shared legal framework and create boundaries, or red lines, on
what is the acceptable states’ behaviour in the digital sphere.

CONCLUSIONS: GIVE DIPLOMACY A CHANCE
Although we are witnessing the consolidation of the (cyber)
battlefield, (cyber) weapons, and (multi) actors, the cyber arena
is chaotic and therefore dangerous due to the lack of "rules of
the game", an essential element for governing violence and
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C

yber Warfare today is emerging as a new challenge,
since the actors involved in contemporary armed
conflicts also carry out attacks on computer networks.
Terrible humanitarian consequences may arise from attacks on
transportations systems (such as the control of civilian air traffic) or on electrical power, water supplies, chemical or nuclear
plants, dams or oil structures and pipelines. This is to be seen
in the wider context of cybersecurity issues with reference to
critical infrastructures.
This application of new technologies as methods of warfare,
only portrayed in fiction movies until a few years ago, has
become a matter of serious concern for International Humanitarian Law (IHL) institutions and for governments, as well as
for scholars and practitioners. International Humanitarian Law
principles and rules have originally been conceived and extensively developed to address "physical warfare", the conduct of
hostilities with the use of certain weapons, in the framework of
the war on land, on sea, in the air and in the outer space. Now
the cyberspace has become the fifth domain of warfare, in which operations against computers or computer systems through
a data stream are conducted as means and methods of warfare
in an armed conflict. Fortunately, up to now, cyber warfare
has not given origin to serious humanitarian consequences.
Nevertheless, a general concern for possible civilian casualties
exists, even if only as indirect consequences (the Stuxnet case,
and the damage to the Iranian nuclear programme).
The essential question relates to the possibility of applying
the same principles and rules to a virtual world as the cyber
context is. The International Committee of the Red Cross
(ICRC) is developing and encouraging reflections and studies
addressing key questions. Can cyber operations trigger the
applicability of IHL? What can be qualified as "acts of violence"
amounting to "attacks" in cyberspace? How the principle of
proportionality can be applied when facing cases of "collateral

Edoardo Greppi, ISPI Senior Associate Research Fellow and Professor at the
University of Turin.
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damage" to civilian objects, considering that civilian and military
computer networks are frequently closely interrelated? The principle of precaution in the attacks must also be recalled, in order
to avoid excessive incidental damage to civilian objects, which
are based and working on sophisticated computer systems, as it
is in the case of hospitals and hydro-electric plants.
The pillar of IHL in the conduct of hostilities is the principle of
distinction, which Additional Protocol I of the Geneva Conventions qualifies as the "Basic Rule". However, what does it mean
in terms of the obligation of lawful combatants to distinguish
themselves from the civilian population when they are acting
in cyberspace operations?
In a very comprehensive approach to these delicate issues,
there is a broad consensus on the idea that in this domain all
relevant principles and rules of IHL fully apply, and that there
is no legal void. The International Committee of the Red Cross
(ICRC) addressed the problem of risks and vulnerabilities in the
hostile use of cyberspace in its 2016 Report on "International
humanitarian law and the challenges of contemporary armed
conflicts" submitted to the 22nd International Conference of
the Red Cross and Red Crescent (October 2015). According
to the ICRC, IHL applies, even if cyber warfare is not expressly prohibited or regulated by existing treaties. Challenges
are related to "the difficulties created by the anonymity on
which cyberspace is built; the lack of clarity with regard to the
application of IHL to cyber operations in the absence of kinetic
operations; the debate pertaining the notion of attack under
IHL rules governing the conduct of hostilities; and challenges in applying these rules to cyber warfare, in particular the
prohibition of indiscriminate attacks and the rules on precautions in the attacks" (page 40 of the Report). Cyber operations
amounting to an attack under IHL and directed, for example,
at essential civilian infrastructures, are violations of IHL unless
such infrastructure is at the same time used for military purposes, turning it into a legitimate military objective. The most
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comprehensive and detailed study on the applicability of
international law to cyberspace is the Tallinn Manual (2013).
Many examples show the difficulty to differentiate between
exclusively civilian and military cyber infrastructure. This is
the case of military networks relying on cyber infrastructure, such as satellites or routers. Civilian vehicles or air traffic
controls are equipped with navigation systems relying on
GPS satellites, which are at the same time used by the military. A specific problem can arise if we apply the traditional
criteria according to which the so-called "dual-use objects"
(used for both civilian and military purposes) become
military objectives. A strict application of this interpretation
could lead to conclude that many objects of a cyberspace
infrastructure would be considered military objectives not
to be protected against attacks, both cyber and kinetic.
In any case, even if these attacks could be considered
against lawful targets, they should fall under the general
IHL prohibition of indiscriminate attacks and under the
rules of proportionality and precautions in the attacks. The
ICRC suggests that since IHL requires that the parties to a
conflict "take all feasible measures to protect civilians and
civilian objects under their control against the effects of
hostilities", this obligation should already be implemented
in peacetime, "especially with regard to fixed installations".
Suggested measures are segregating military from civilian
infrastructures and networks; segregating computer systems, upon which essential civilian infrastructure depends,
from the internet; backing up important civilian data; using
antivirus measures; making advanced arrangements to
ensure the timely repair of important computer systems
against cyber-attacks. Special care should be devoted to
the protection of the cyber infrastructure and networks serving hospitals, and to study solutions like applying to the
world of cyber space the protection reserved to demilitarized or protected zones.
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C

yber activities are acquiring a growing military dimension and, it is widely recognized that after land, sea, air
and outer space, cyber has become the fifth potential
theater for international conflicts. In some instances, the use of
cyber for military purposes could be considered as an armed
attack as defined by the United Nations Charter. Studies have
been published highlighting the interdependence between
cyber activities and a possible weaponization of outer space.
Also the reliability of nuclear weapons as a deterrent can be
seriously affected by cyber attacks. Eminent personalities of
the European Leadership Network (a non-partisan think tank
based in London) jointly underlined, in a recent statement,
the risk that "cyberattacks from state or non-state actors can
lead to the theft of nuclear materials or sabotage to a nuclear
facility, false warning of a missile attack, or the intrusion into
nuclear command and control systems."
The most notable episodes of an international use of cyber as
a weapon were an attack in 2007 which swamped the websites of Estonia and, in 2010, the use of the "Stuxnet" virus
against the Iranian Uranium enrichment unit. It is noteworthy
that neither Iran, i.e. a UN member, nor Estonia, i.e. a Nato and
EU member, invoked the respective defense clauses foreseen by those organizations. More recently, the dispute over
Russian interferences during the US presidential campaign has
added a new political dimension to the potentially destabilizing effects of cyber activities. The cyber world, though
providing innumerable benefits, has become a double-edged
sword and a potential instrument to destabilize international
peace and security leading to possible catastrophic consequences. Many states have been prompt to militarize their
cyber activities by establishing ad hoc structures integrated
into their military chains of command and fully dedicated to
cyber defense and offense.

Carlo Trezza was Italy's Ambassador to the Republic of Korea and Ambassador
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However, states have not been as swift in seeking new norms
to prevent a cyber-arms race and in addressing unprecedented situations that are becoming ungovernable. NATO must
be credited for having published, soon after the cyber-attack
against Estonia, the Tallinn Manual, a text that contains a
selection of the already existing international norms applicable to cyber warfare. This includes the prohibition of the
use, or threat of use, of force and the principle that cyber

includes projects dedicated to cyber. A first batch of these
projects includes the establishment of a European Cyber
Information Sharing Platform and of European Cyber Rapid
Response Teams. At the bilateral level, Russia and China
finalized a cyber-security pact in 2015. In the same year,
the US White House published a fact sheet on the visit of
the Chinese President containing a chapter dedicated to
cyber security bilateral cooperation. At the regional level, in

weapons can only be used for self-defense. It also stresses
the equivalence between a cyber-attack and a kinetic attack.
However, the Tallinn Manual is not a legally binding text (not
even for NATO) and identifying already existing legislation
applicable to cyber warfare can only be a first step towards a
more advanced process which should take into account the
specific peculiarities. Namely the fact that: 1) the offensive use
of cyber creates an unprecedented problem of attribution of
responsibility for cyber attacks. Their authors cannot be clearly
identified, and non-state actors play at the same level as states.
2) Cyber operators, use their instruments of war during office
hours against enemies often located thousands of kilometers
away. Even if belonging to the military and wearing a uniform,
they cannot be considered "combatants" as defined by humanitarian laws. 3) Because no blood is shed and no immediate
human suffering is evident, cyber attacks are less visible to
media and public opinion. 4) The verification and transparency
of any international deal on cyber would be much harder to
execute than in the case of conventional or mass destruction
weapons. In spite of these peculiarities and difficulties, some
useful "cyber specific" steps have been taken. At the domestic
level states such as the US and the UK, introduced ad hoc provisions and national strategies on cyber activities.

December 2013, the Organization on Security and Cooperation in Europe (OSCE) introduced a set of confidence building measures (CBM) dealing with communications and
information sharing, programmes and strategies relevant
to cyber security. A second set of CBMs aimed to reduce the
risk of tensions arising from cyber activities was established
in 2016. Additional efforts, focusing on stability measures
and responsible state behavior are being considered. At the
multilateral level, the UN Secretary General established four
successive Groups of Governmental Experts (GGE) focusing
in particular on new confidence building measures tailored
to cyber security. These include the principle that "States
should not knowingly allow their territory to be used for
internationally wrongful acts using ICT". A number of UN
General Assembly resolutions have been approved and a
draft code of conduct initiative, led by China and Russia,
has also been tabled. Unfortunately, the last meeting of the
GGE held in 2017 closed without a consensual report and
thus without concrete guidance for the future. At the G7
Taormina Summit, last year a "Declaration on responsible
behavior in cyberspace" was endorsed by Heads of States
and Government. It provides for the establishment of new
measures "voluntary and applicable only in peace time"
specifically tailored for cyber activities. The G7 also addressed the controversial question of attribution by declaring
that "States cannot escape legal responsibility for internationally wrongful cyber acts by perpetrating them through
proxies."

Through its 2016 Global Strategy for Foreign and Security
Policy, the European Union launched a process of closer
cooperation on security and defense that includes cyber
activities. In December 2017, 25 EU States decided to activate
a Permanent Structured Cooperation (PESCO) on Defense that
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Confidence building measures and codes of conduct are
often preliminary steps leading to the establishment of legally
binding norms. We are not there yet. The momentum of all the
existing initiatives must be maintained but more ambitious goals must be pursued. A "bottom up" process should be initiated
starting with the establishment of a wider network of national
legislations and strategies on cyber security as the basis on
which to construct an international norm. More countries must

not merely "endorsed" by them. At the UN, the GGE approach
should not be a substitute but rather a vehicle for achieving
more advanced measures such as: States to prohibit their
territory from being used for wrongful cyber acts and holding
full responsibility for such acts. States should report to the UN
on national norms and other relevant cyber security texts. The
UN should establish a repository of such domestic norms and
guidelines. By including two cyber projects in the first batch

follow the example of China, Russia and the US in establishing
bilateral cooperation on cyber security. The measures adopted at the regional level by the OSCE and those suggested by
the G7 group, both of a voluntary nature, should acquire a
politically binding configuration. A future G7 ad hoc text on
cyberspace should be adopted by the leaders themselves and

of PESCO initiatives, the EU shows that it "means business" in
developing its cyber security related activities. The challenge is
now to implement those projects within the complex mechanism of the Permanent Structured Cooperation. By so doing the
EU will give an impulse to the establishment of international
rules on cyber activities.
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T

he transition to the "Digital Age", characterized by a
strong reliance on information systems, exposes current society to threats unthinkable until a few decades
ago. This type of threat assumes increasing importance as it is
directly proportional to the "computer addiction" of the most
technologically advanced countries, and it represents one of
the most effective methods of "asymmetric warfare”. In recent
years, malicious subjects have tended to identify as possible
targets, no longer only communications services (such as websites or e-mail service providers), but also Industrial Control
Systems (ICS). They support complex industrial processes,
used both in civilian and military domains, which, if attacked,
could constitute critical issues.
Furthermore, the high technology that characterizes the Armed Forces and their systems exposes them to cyber attacks
that can have a direct impact on their functionality (such as
interfering with the management of weapon systems or with
communications during military operations). This introduces
the concept of a new domain: the "cyberspace", which is characterized by its transversal character with respect to traditional domains (earth, sea, air and space) and endorsed by NATO
at the Warsaw Summit 2016 as the fifth operational domain.
In this context, the Italian Defense, understanding the threats
but also the opportunities deriving from being a protagonist
in cyberspace, in the 2015 "White Paper on International Security and Defense" expresses its intention to establish the Joint
Command for Cyber Operations (the CIOC).
A quick glance at other friendly and allied countries shows
that similar Cyber Commands have already been established
or are being set up. The CIOC has achieved an Initial Operational Capacity (IOC) in September 2017 and will reach its Final
Operational Capability not before 2019. The development
of such an ambitious project is based on four key elements.
The first is represented by its organizational structure, whi-
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ch will be composed of a "staff " for the Commander and an
operative technical component, with deployable assets. The
second is represented by the implementation of the necessary
infrastructures and info-structures, composed by dedicated
computer networks and physical infrastructures, capable of
supporting, in a secure manner, the Command activities. The
third fundamental element is the creation of appropriate virtual environments for the development and growth of skilled
Cyber Force. Dedicated training facilities will be established,
such as a Cyber Range, and a virtual Cyber Lab. They will be
used to train and to keep operational readiness of the personnel employed in the CIOC. In order to maximize collaboration,
they will support inter-agency and inter-allied activities (such
as the collaboration with the NATO Cooperative Cyber Defence
Center of Excellence - CCD COE - in Tallinn) and work in full
synergy with the academic and industrial world. The fourth
element, the most critical, relates to the personnel, always
crucial component of an organization. Only a few highly
skilled individuals are enough to conduct even very complex
cyber activity. The extremely specialized technical knowledge
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that cyber operators will need requires CIOC to carry out a
highly dedicated selection and recruiting process.
CIOC will be engaged on a double front: on the one hand it
will guarantee its contribution to national military security,
enhancing the ability to defend against cyber attacks. On
the other hand it will be responsible for planning and conducting "Cyber Operations" to support military operations
both in Italy and, if required, outside the national borders.
Also, but not secondarily, it will contribute to national
security, when needed. The latter capacity will be expressed trough Cyber Operative Cells (COC), deployed by the
CIOC among the forces projected in Operational Theaters.
The establishment of the CIOC aims to fill a capability gap,
which was not yet expressed by the Italian Defense. Making
a parallelism, the cyber dimension can today be seen as the
aeronautical developments of the early twentieth century:
as the first pioneers of the time, driven by simple passion,
were committed to conquering the skies, so today a team
of enthusiasts is trying to develop and achieve a capability
so to be able to increase the security of their nations.
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